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Executive Summary

In an open environment where malicious parties may advertise false service capabilities
the use of reputation services is a promising approach to mitigate such attacks. Misbe-
having services receive a bad reputation and will be avoided by other clients. Reputation
mechanisms help to improve the global efficiency of the overall system because they re-
duce the incentive to cheat.

This report summarizes the state-of-the-art regarding reputation mechanisms, inves-
tigates a reputation mechanism suitable in a semantic service-oriented environment and
methods for stimulating honest reporting.

We consider ways of modeling trust, computational models of trust, as well as
incentive-compatible reputation mechanisms. Concerning computational models of trust,
we distinguish social trust networks, probabilistic estimation techniques, and game-
theoretic models.

We design a reputation mechanism that is suitable for semantic service-oriented ap-
plications where providers may provide services with different production quality levels
and clients can consciously accept a lower service quality level for a lower price. This
reputation mechanisms requires that agents report honestly and so we also provide some
ways for incentive compatibility.

Finally we provide a framework for allowing agents to query and submit reputation
information and a simple approach to integrate reputation mechanisms into the process of
service selection. A prototype implementation will be available as part of D2.4.6.2.
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Chapter 1

Introduction

The availability of ubiquitous communication through the Internet is driving the migra-
tion of commerce and business from direct interactions between people to electronically
mediated interactions. It is enabling a transition to peer-to-peer commerce without inter-
mediaries and central institutions.

Most business transactions have the form of prisoners’ dilemma games where dishon-
est behaviour is the optimal strategy. For instance, in a service level agreement, there
is no incentive for the service provider to deliver the promised quality of service once
he has received the client’s payment (assuming the absence of a public security infras-
tructure that mediates every transaction). In conventional commerce, personal relations
create psychological barriers against such behaviour. In electronically mediated peer-to-
peer commerce, there is no physical contact and even identities can be easily faked. Fraud
and deception are a major obstacle to realizing the huge economic benefits of peer-to-peer
commerce.

A standard approach in traditional business to avoid cheating (i.e., to avoid deviation
from a promise / from partners’ expectations) is to use trusted third parties (TTP) that
oversee the transactions and rule out or at least punish cheating. In electronic interactions
this approach is not always possible, as they pose problems of verification, scalability,
cost and legality when several countries are involved in transactions.

In this report, we pursue a fundamentally different approach to electronically medi-
ated business that can do without enforcement by third parties. We consider reporting,
sharing and using reputation information in a network of agents as part of a mechanism
that makes cooperation the dominant strategy in business transactions. Such an approach
aims at re-establishing a social framework that supports trusted interactions needed in a
semantic web service environment where services are discovered and composed on the
fly. It is based on the observation that agent strategies change when we consider that in-
teractions are repeated: the other party will remember past cheating, and change its terms
of business accordingly in the future. In this case, the expected future gains due to future
transactions can offset the loss incurred by not cheating in the present transaction [43].



1. INTRODUCTION

This effect can be amplified considerably if such reputation information is shared among
a large population and thus multiplies the expected future gains made accessible by honest
behaviour. Game theorists have studied the reputation effect for many years and estab-
lished results that show its feasibility in a wide variety of scenarios. What is missing now
are robust and scalable computational mechanisms for implementing them in electronic
peer-to-peer commerce.

Most of the existing reputation mechanisms tend to act by social exclusion, i.e. sep-
arating trustworthy and untrustworthy agents. While this can work well in some systems
(eBay, Slashdot, Amazon), it is not suitable in a service-oriented environment where the
perfect service is impossible to provide (or prohibitively expensive), and various providers
might prefer different production quality levels [31]. Such settings require a more flex-
ible mechanism in which quality of service can be traded, for example, with the price:
i.e. clients consciously accept a lower service quality level for a lower price. We show
a reputation mechanism where repeated failures do not automatically exclude a provider
from the market, but rather influence the price the provider can charge for a future ser-
vice. However this mechanism requires that agents report honestly for the system to
work, which it is not likely to happen naturally in an environment with self-interested
agents. Mechanisms based on side-payments can be conceived such that honest reporting
becomes rational (i.e. Nash equilibrium). Unfortunately, for every incentive-compatible
Nash equilibrium there seems to also be a dishonest Nash equilibrium strategy that some-
times is more attractive [39], [25]), [28] and so we need to find ways to relax the assump-
tion of truth-telling.

Finally we provide a framework for allowing agents to query and submit reputation
information and a simple approach to integrate reputation mechanisms into the process of
service selection. A prototype implementation will be available as part of D2.4.6.2.

This report is structured as follows: In Chapter 2 we discuss the current state-of-the-
art concerning reputation mechanisms. We address issues regarding the modeling of trust
as perceived by human beings, computational models of trust, and incentive-compatible
reputation mechanisms. In Chapter 3 we describe four example scenarios in which a repu-
tation mechanism can significantly improve the efficiency of the system. In Chapter 4 we
focus on the requirements for a reputation mechanism and we define the methodology for
modeling and implementing these mechanisms. A reputation-based pricing of web ser-
vices is presented in Chapter 5 with theoretical guaranties that the proposed mechanism
works for the requirements given in the previous chapter, provided that agents reports
truthfully. To relax this latter assumption, Chapter 6 describes three incentive-compatible
strategies for honest reporting. In Chapter 7 we describe a simplified reputation mecha-
nism that filters out malicious reports rather than providing rational incentives for truthful
reporting. In Chapter 8 we design the reputation framework that will be implemented in
D2.4.6.2. Finally, Chapter 9 concludes this report.

2 November 30, 2005 KWEB/2005/D2.4.9/v2



Chapter 2

State of the Art

We see trust related research as going into three directions:

1. Work that models the notion of “real world” trust (as used in sociology and psychol-
ogy primarily) and propose definitions of trust that are appropriate for use in online
settings. The definition of trust and its corresponding meaning is a much disputed
issue among the computer science community. Since the human understanding of
the notion of trust is much too complex to be modelled within an artificial system,
authors usually consider just facets of the notion of trust, and define it correspond-
ing to their needs. Trust modeling is addressed in Section 2.1.

2. Computational models of trust, proposing concrete models for trust evaluation. We
characterize these models along the following two dimensions:

e How precisely they boost trust in the community in which they are deployed.

e How efficiently they can be implemented in a decentralized network of agents.

Computational models of trust are discussed in Section 2.2.

3. Incentive compatibility related works. Incentive compatibility is one of the most
desirable properties of protocols involving communication among autonomous,
self-interested agents. Its existence assures that specific behaviour (truth telling,
in particular) is equilibrium of the game constructed from the protocol. Applied
to the trust models, incentive compatibility would imply truthful reporting of rep-
utation information. Incentive-compatible reputation mechanisms are covered by
Section 2.3.
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2.1 Modeling Human Trust

Generally, the notion of trust is used to refer to a subjective decision making process that
takes into consideration a lot of factors. [33] explains how human beings deal with the
trust decision making process by using a set of rules. The model proposed is the Social
Auditor Model. The author also studies the efficiency of different rules and strategies that
can be used within an artificial society.

In [5, 21, 14] the authors look at the dynamics associated with the notion of trust. Trust
and distrust responsiveness (trust from the trustee increases the probability of cooperative
behaviour from the trustor, while distrust from the trustee increases the probability of
defective behaviour) are presented as facts of human behaviour. Also the dialectic link
between trust and degree of control is addressed.

In [36] a multi-disciplinary literature survey on the notion of trust and distrust is pre-
sented. The paper develops a conceptual topology of the factors that contribute towards
trust and distrust decisions and defines as subsets of the high level concepts measurable
constructs for empirical research.

One of the input information that is often used in a trust decision making process is
the reputation of the partner. Reputation can be regarded as a unitary appreciation of
the personal attributes of the trustor: competence, benevolence, integrity and predictabil-
ity. [40] presents an extensive classification of reputation by the means of collecting it.
Experiments for finding out which component contributes the most towards correct trust
decisions are also conducted.

As belonging to this group can be regarded works that investigate some inherent char-
acteristics of the online world that any trust management model must be aware of. [22]
discusses risks associated with the ease at which members of online communities can
change their identities. Through a game theoretic modelling, they come to a conclusion
that newcomers must start with the lowest possible reputation value in order to be dis-
couraged to misbehave and change their identity afterwards. [15] identifies a number of
possible attacks on reputation reporting systems (‘“‘ballot stuffing”, “bad mouthing”, etc.)
and proposes an appropriate solution to reduce effects of those attacks. [44] identifies
main patterns of human behaviour with respect to trust. It argues that, despite clear incen-
tives to free ride (not leave feedback) and leave only positive feedback, trust among eBay

traders emerges due to its reputation system.

While humans address trust issues in a complex way, considering the direct experience
with a provider, the experience of others with the provider, as well as social aspects (e.g.,
nationality, group membership, etc.), only one aspect — the reputation of the provider — is
modeled in computer systems, as discussed in the following section.

4 November 30, 2005 KWEB/2005/D2.4.9/v2
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2.2 Computational Models of Trust

In the categorization of the computational models of trust we will adopt here a divi-
sion based on how they perform the goal of bootstrapping trust. We see the following
three broad classes of approaches: 1) social (trust) networks formation (Section 2.2.1),
2) probabilistic estimation techniques (Section 2.2.2), and 3) game-theoretic models (Sec-
tion 2.2.3). For all these approaches, different feedback aggregation strategies are possi-
ble, as discussed in Section 2.2.4.

2.2.1 Social Trust Networks

The underlying assumption of the class of social networks formation is that the agents
engage in bilateral interactions whose outcomes are evaluated and aggregated, which re-
sults in forming a trust graph in which each branch (a,b) is assigned a weight representing
the trust of agent a towards agent b aggregated across all interactions between them in
which agent a happened to have relied on agent b. Having the local interactions among
the agents encoded this way, the challenge is how to merge these local beliefs to enable
the agents to compute the trustworthiness of non-neighbouring agents, whom they never
met before. The main distinguishing points among the numerous works belonging to
this class are: 1) the strategy to aggregate individual experiences to give the mentioned
weights, 2) the strategy to aggregate the weights along a path of an arbitrary length to give
a path wide external opinion and 3) the strategy to aggregate this external opinion across
multiple paths between two given agents.

[7] presents an early example in which a clear distinction between direct experiences
and recommendations has been made, which is reflected in the strategy for path wide
external opinion aggregation. However, this separation of the two contexts led to an
exponential complexity of the trust derivation algorithm. Clearly, this is unacceptable for
large scale networks.

[54] does not treat recommendations and direct service provisions separately. It uses a
variation of the delta learning method to aggregate “positive” and “negative” experiences
of the agents into the weights assigned to the corresponding branches and simple multi-
plication as the strategy to compute the path wide external opinions. As for the strategy to
aggregate the external opinion of different paths the authors use a variation of the simple
maximum function. All this results in a polynomial time algorithm for the overall trust
aggregation.

In [45] Richardson et al. offer important theoretical insights on how the computa-
tional complexity of the trust derivation algorithms relates to the mentioned aggregation
strategies by characterizing the combinations of path and across-path aggregation strate-
gies that may lead to a non-exponential trust computation algorithm (we note that many
other works use such combinations: e.g., [42] and [32]). The authors also offer such an
algorithm which is, however, based on a synchronous participation of all agents in the

KWEB/2005/D2.4.9/v2 November 30, 2005 5



2. STATE OF THE ART

network. As such it is not quite appropriate for usage in P2P networks due to their inher-
ent high dynamicity. With respect to this problem [53] offers a considerable improvement
in terms of an appropriate caching scheme that enables asynchronous computation while
retaining good performance.

A common denominator of all these works is that the computed values have unclear
semantics and are hard to interpret on an absolute scale, without ranking them. In many
applications this imposes certain problems. On the other hand, as shown by many simu-
lations, they are very robust to a wide range of misbehaviours.

2.2.2 Probabilistic Estimation Techniques

Probabilistic estimation techniques present certain improvement with respect to the mean-
ingfulness of the computed values. Namely, they output probability distributions (or at
least the most likely outcome) over the set of possible behaviours of the trusted agents
enabling thus the trusting agents to evaluate explicitly their utilities from the decision to
trust or not. [41] presents the well-known method of Bayesian estimation as the right
probabilistic tool for assessing the future trusting performance based on past interactions.
Only direct interactions were studied - the question of including recommendations was not
considered. [13] goes a step further by taking into account the “second-hand” opinions
also. However, the strategy for merging own experiences with those of other witnesses
is intuitive (giving more weight to own experiences, though plausible, is still intuitive)
rather than theoretically founded.

[3] presents a decentralized trust management model that analyzes past interactions
among agents to make a probabilistic assessment of whether any given agent cheated in
his past interactions. The emphasis is put not only on assessing trust but also on providing
a scalable data management solution particularly suitable for decentralized networks. The
problem in decentralized networks is that the reputation data is aggregated along wrong
dimension in the sense that each agent has information about his own past interactions
with others but cannot easily obtain opinions of others about any other particular agent
in the network. To achieve the needed reaggregation of reputation data, the authors use
P-Grid, a scalable data access structure for P2P networks [2]. For any particular agent,
they designate a set of replicas to store the feedbacks, ratings of trusting behaviour of that
agent (complaints filed by him about others and complaints filed by others about him)
so that the reputation data can be accessed and collected efficiently, in logarithmic time.
As replicas may provide false data, an appropriate replication factor along with a proper
voting scheme to choose the most likely reputation data set are chosen in order to achieve
accurate predictions. Trust assessments themselves are made based on an analysis of
agent interactions modelled as Poisson processes. As was shown by simulations, cheating
behaviour of the agents can be identified with a very high probability. The model is
simplistic in the sense that, for any agent, it outputs whether the agent cheated in the past
or not, but it can be easily extended to give predictions of the agents’ trusting behaviour,

6 November 30, 2005 KWEB/2005/D2.4.9/v2
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as done e.g. in [53].

[20] is a step further towards analyzing how trust predictions can be used in the context
of making business decisions. Safe exchange represents an approach to gradual exchanges
of goods and money in which both payments and goods are chunked with their deliveries
scheduled in such a way that both exchange partners are better off by continuing the
exchange till its end than by breaking it at any step before. The authors provide a trust
aware extension of the original approach [46] by modelling trust explicitly.

2.2.3 Game-Theoretic Models

Game-theoretic reputation models make a further clarification in the interpretation of the
agents’ trustworthiness in the sense that, if the reputation system is designed properly,
trust is encoded in the equilibria of the repeated game the agents are playing. Thus, for
rational players trustworthy behaviour is enforced. The real challenge here is how to
define the feedback aggregation strategies that will lead to socially desirable outcomes
carrying trust.

Theoretic research on reputation mechanisms started with the seminal papers of
Kreps, Milgrom, Wilson and Roberts [34, 35, 37] who explained how a small amount
of incomplete information is enough to generate the reputation effect, (i.e., the preference
of agents to develop a reputation for a certain type) in the finitely repeated Prisoners’
Dilemma game and Selten’s Chain-Store game [49].

Fudenberg and Levine [23] and Schmidt [48] continue on the same idea by deriving
lower bounds on the equilibrium payoff received by the reputable agent in two classes of
games in which the reputation effect can occur.

[18] focuses on a specific game and derives its equilibria. Apart from this the author
also raises questions concerning the overall game-theoretic reputation systems design,
such as incentivizing players to leave feedback, dealing with incomplete feedback etc.
However, an underlying assumption of this work is that a central trusted authority does
the feedback aggregation. We see this as a major obstacle to transferring game-theoretic
models to decentralized environments.

2.2.4 Feedback Aggregation Strategies

For the previously mentioned approaches, there are different strategies to aggregate the
external opinion. [15, 16, 57, 1] use collaborative filtering techniques to calculate person-
alized reputation estimates of as weighted averages of past ratings in which weights are
proportional to the similarity between the agent who computes the estimate and the raters.

[8,9, 10] describe computational trust mechanisms based on direct interaction-derived
reputation. Agents learn to trust their partners, which increases the global efficiency of

KWEB/2005/D2.4.9/v2 November 30, 2005 7
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the market. However, the time needed to build the reputation information prohibits the
use of this kind of mechanisms in a large scale online market.

[52] uses machine learning techniques and heuristic methods to increase the global
performance of the system by recognizing and isolating defective agents. Common to
these works is that they consider only direct reputation. Similar techniques, extended to
take into account indirect reputation, are used in [6, 47, 26, 55, 50].

A number of reputation mechanisms also take into consideration indirect reputation
information, i.e., information reported by peers. [47, 56] use social networks in order
to obtain the reputation of an unknown agent. Agents ask their friends, who in turn
can ask their friends about the trustworthiness of an unknown agent. Recommendations
are afterwards aggregated into a single measure of the agent’s reputation. This class
of mechanisms, however intuitive, does not provide any rational participation incentives
for the agents. Moreover, there is little protection against untruthful reporting, and no
guarantee that the mechanism cannot be manipulated by a malicious provider in order to
obtain higher payoffs.

In [26] the authors present an example of a reputation sharing mechanism that is also
incentive-compatible (see Section 2.3 for details). The mechanism is based on side pay-
ments that are organized through a set of broker agents called R-agents, which buy and
sell reputation information. A simple payment rule (incoming reputation reports are paid
only if they mach the next reputation report filed about the same agent) makes it rational
for agents to truthfully share reputation information. The mechanism is decentralized and
robust (up to certain limits) to irrational untruthful reporting.

8 November 30, 2005 KWEB/2005/D2.4.9/v2
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2.3 Incentive Compatibility

The vast majority of the previously discussed models are not fully incentive-compatible
in the sense that it is in the best interest of all agents to report their feedbacks truthfully
(and leave feedback whatsoever, without an incentive to free ride). The closest to the idea
of incentive-compatibility are [11, 12, 17, 38, 25, 29].

[11] considers exchanges of goods for money and proves that markets in which agents
are trusted to the degree they deserve to be trusted is equally efficient as a market with
complete trustworthiness. It then presents an exchange scenario in which buyers announce
their trustworthiness and sellers compute their estimates of the same. It was shown that,
with an appropriately chosen advance payment, buyers cannot benefit from announcing
false levels of trustworthiness. We must note that the generalness of the results is some-
what limited by the assumption that the contract price is chosen according to a particular
bargaining solution (Nash’s bargaining solution in this case). For auctions which are not
completely enforceable, the same authors describe in [12] a mechanism based on dis-
criminatory bidding rules that separate trustworthy from untrustworthy bidders. Again,
this result has the same limitations as mentioned above.

For e-Bay-like auctions, the Goodwill Hunting mechanism [17] provides a way in
which the sellers can be made indifferent between lying or truthfully declaring the quality
of the product offered for sale. Momentary gains or losses obtained from misrepresenting
the product’s quality are later compensated by the mechanism which has the power to
modify the announcement of the seller.

A significant contribution towards eliciting honest reporting behaviour is made in [38].
The authors propose scoring rules as payment functions which induce rational honest
reporting. The scoring rules however, cannot be implemented without accurately knowing
the parameters of the agents’ behaviour model, which can be a problem in real-world
systems. Moreover, this mechanism works only when the set of possible seller types is
countable and contains at least 2 elements, and when the signals received by the buyers
about the seller’s behaviour are independently identically distributed from one interaction
to the other.

Using the same principle, [25] overcomes the need to know the parameters of the
agents’ behaviour model at the expense of further reducing the acceptable provider be-
haviour types. [29] describes a novel protocol to elicit truthful reputation information in
electronic markets lacking independent verification authorities by correlating the reports
of the seller and buyer involved in the same transaction.

[25] further strengthens this result by theoretically delimiting the minimum set of
conditions necessary for the mechanism to be incentive-compatible. Moreover, using
digital signatures and a contracting protocol, the authors show how the mechanism can be
made secure against identity theft (agents stealing the identity of other agents in order to
benefit from an undeserved reputation) and manipulation by any single agent. A concrete
implementation of this mechanism is deployed on the Agentcities platform [4].
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As opposed to side-payment schemes that correlate a present report with future reports
submitted about the same agent, [29] presents a mechanism that discovers (in equilibrium)
the true outcome of a transaction by analyzing the two reports coming from the agents
involved in the exchange. For two long-run rational agents, the authors show that it is
possible to design such a mechanism that makes cooperation a stable equilibrium. The
mechanism involves no independent verification authority, and is easily distributable as
the decision about the true outcome of a transaction does not depend on any past or future
interactions.
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Chapter 3

Example Scenarios

Due to the complexity of the interactions in distributed environments, we do not expect to
be able to evaluate all properties analytically. Therefore, we need a decentralized software
platform and several example scenarios in which reputation mechanisms can be empiri-
cally evaluated and compared through simulation. We describe here some scenarios that
illustrate the different kinds of environments that are being constructed in the Internet in
which a reputation mechanism can significantly improve the efficiency of the system.

3.1 Web services

A client is interested in using a specific web service. As a first step, the client discovers
potential service providers by matching her needs against the service descriptions adver-
tised by the providers. We assume that the semantic reasoning needed for this matching
is available to the clients, and that a directory facilitates the discovery of web services.

The client selects the preferred web service provider by taking into account the service
description and the experience of previous clients who have interacted with that provider
(i.e. reputation information). She then initiates the exchange with the chosen provider by
negotiating the terms of the interaction (i.e. quality of service parameters, price, etc).

If the provider accepts the interaction, the exchange takes place, and the client is
allowed to submit feedback about the provider. The interaction between the participants
is depicted graphically in Figure 3.1.

3.1.1 Problem
The problem we are trying to solve in this context is that of moral hazard for service
providers. In the absence of trusted third parties or verification authorities, service

providers can promise high service standards, but exert very low effort in assuring such
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Figure 3.1: Web services: The interaction between participants.

standards. Rational clients anticipate this opportunistic behavior and will be willing to
pay only the small prices corresponding to low quality services (delivered when providers
do not exert effort). Low prices drive honest providers away from the market, leading to
a market of “lemons”.

This inefficient equilibrium can be eliminated by a reputation mechanism. Reputa-
tion reflects the previous effort of service providers, and clients learn to trust reputable
providers. The role of a reputation mechanism in such a setting is twofold:

1. signaling function: i.e. it must allow clients to differentiate between providers
having different capabilities.

2. sanctioning function: i.e. it must give incentive to providers to exert the efficient
effort.

3.1.2 Assumptions about the Environment

e Generally, one physical agent will assume only one of the client-provider roles.!

' An exception are the agents which act as intermediaries, and compose simpler services into a more
complex one. Such agents act both as clients (for the different providers offering the constituent services)
and as providers (for the end-users). However, the behavior of the agent in the client role is irrelevant for the
behavior of the same agent in the provider role, and therefore, different online identities could be attributed
to the different roles of the same agent. We do not elaborate further on the composite web services.
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e After any interaction both the provider and the client will continue to use the system
with high probability. Generally, providers will return to the market with higher
probability than clients.

e We assume that any service description can be decomposed into two basic blocks:
the service category and service attributes. The service category describes the gen-
eral function of the service, while service attributes characterize what exactly the
service does. For example, one service category can be transportation service; the
attributes of a transportation service ca be: package delivered in less than one week,
it is insured up to that amount, the probability of loss is less than x percent, etc.

e We assume that providers accurately describe the service category. However, they
can lie regarding the service attributes.

e A tuple of values describing each of the service attributes constitute a Service Level
Agreement (SLA). Within a given service category, different providers advertise
different SLA’s.

e We assume that SLAs are non-negotiable. i.e. when clients chose to acquire the
service of a provider, they implicitly accept the SLA advertised by the provider.
Likewise, when a provider accepts to interact with a client, he is bounded to the
advertised SLA.

e The identity of service providers is easily verifiable (e.g. certification authorities).
We assume that any identity change of a service provider involves a non-negligible
cost.

e The identity of clients is harder to verify (however possible, due to the payments
made to providers). We assume that any identity change of a client also involves a
cost.

3.2 P2P file sharing

We assume there is a client interested in downloading a file with a certain description. The
client uses the index (that is made available through the underlying P2P overlay network)
to discover the set of file providers offering the desired file. Having discovered the set of
potential providers, the client uses the reputation mechanism to select a subset of most
reputable providers, from which she will download the file. The client then immediately
initiates the download from the selected sources (i.e. the exchange phase).

The providers can choose how fast and how well to satisfy the client’s request (in
the extreme case they can also refuse the download) by taking into consideration the
reputation of the client. When the download is completed or a timeout has expired, the
client can submit feedback about the provider(s) it interacted with. The entire scenario is
pictured in Figure 3.2.
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Figure 3.2: P2P File Sharing: The interaction between participants.

3.2.1 Problem

The problem we are trying to solve in this scenario is that of free-riding: Peers consume
resources (i.e. download files) but are not motivated to contribute by also sharing files.
This problem comes from the fact that agents obtain utility only when downloading files.
Sharing is costly and does not bring any benefits.

Since payments are not possible in such a scenario, the role of the reputation mecha-
nism is to make sharing rational. A cooperative equilibrium can be sustained by reciprocal
actions: good reputation as a provider is rewarded by improved services when acting as a
client.

3.2.2 Assumptions about the Environment

e The number of peers is big. Thus we need a scalable reputation mechanism.

It is difficult to have side payments.

The roles of a client and a provider are interchangeable in the sense that any client
can be a provider in another file exchange and vice versa.

After any interaction both the provider and the client will continue to use the system
(in both roles) with a high probability.

All files are equally valuable to any specific client.
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e Each client is interested in only a small subset of the document space.

e The document space, as well as the interests of the peers change over time (i.e. new
files are added, older files loose their interest)

e We can estimate the probability that each file in the document space is requested by
the clients.

e IDENTITY: One agent can have multiple online identities. There is a small cost for
creating a new identity:

— an online identity requires a valid e-mail address.

— the createion of an online identity requires some manual work (identifying
some picture, or art text).

— anidentity can be restricted to some hardware (i.e. only one agent per machine
can access the network).

3.3 Information provisioning

Information providers post information items (e.g. the review of a product or a book,
financial predictions, etc) on a content distribution system (CDS). Information items are
categorized and labeled such that potential clients can easily discover information of in-
terest.

Clients pay to access information through the CDS. A charge is perceived for every
accessed unit of information. The charge can be fixed (one price for all units) or variable
(each unit has a different price, depending on the domain, content, reputation, author, etc).

Having accessed information, clients are entitled to submit feedback to a reputation
system. Previous feedback is aggregated by the reputation mechanism into reputation
information which can be accessed by later clients in order to decide which information
providers / information items to access. The interaction between the participants is pre-
sented in Figure 3.3.

3.3.1 Problem

The problem we have to solve in this scenario is that of moral hazard for providers cou-
pled with acute conflicts of interests. Since acquiring qualitative information is expensive,
providers can advertise high quality information but provide only cheap information. An-
ticipating this behavior, clients will not buy information, and as a consequence the market
collapses.

The difference from the webservices scenario is that in the present case, information
providers can be affected by conflicts of interests. Biased information is also useless for
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Figure 3.3: Information provisioning: The interaction between participants.

clients. A reputation mechanism needs to make the difference between real information
and “spam‘. The primary role of the mechanism is therefore to signal qualitative infor-
mation. Ideally, the mechanism should also function as a sanctioning tool which gives
incentives to information providers to 1) exert effort in acquiring information and 2) keep
neutral as well as possible from conflicts of interest.

3.3.2 Assumptions about the Environment

16

Clients use information items to take decisions. The more accurate the information
a client has, the better are the business decisions that client is going to make, and
therefore the higher is the payoff she can expect. It is therefore important for the
clients to obtain accurate information.

Accurate information is costly for the providers.

Submitted information items cannot be changed. Therefore the same unit of infor-
mation is available to many clients.

Conflicts of interest are present in the environment. Let us consider for example,
that information items are reviews about a product. The reviews are later used by

clients to decide whether or not to purchase the product in question.

information providers have high discount factors (i.e. they return to the market with
high probability).
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clients have low discount factors (i.e. the frequency with which a clients accesses
information is low when compared to that of information providers).

e clients do not act as information providers.

e clients do not forward information. i.e. the amount of information circulating out-
side the content distribution system is negligible.

e information items become outdated after some time (i.e. have a fixed TTL)

e Both clients and providers can easily change their online identities. Obtaining a
new identity involves a small cost (i.e. see the remarks about identity in Section
3.2.2).

3.4 Online Auctions

Direct Auctions.A seller is offering a product or service to a set of potential buyers
through an online market. Each buyer places a bid according to her private preferences,
by taking into account the description provided by the seller, and the reputation of the
seller. Sellers can choose to ignore bids coming from buyers with bad reputation (i.e.
buyers that do not pay once they have won the auction)

The winning bidder and the price of the product is set according to one auctioning
protocol (e.g. Vickrey auction). The winner is expected to pay the seller, and then wait to
receive the product. At the end of the transaction, both the buyer and the seller can submit
feedback about each other. The interaction protocol is graphically depicted in Figure 3.4.

A particular case of online auctions is that of Reversed Auctions. In such an auction,
the buyer is auctioning a job to a set o potential providers through an online market. In
this case, the bids signal the commitment of the provider to offer the required service for
the specified amount. The winning bidder is trusted to provide the service in exchange
for payment. One common characteristic of reversed auctions is that computing the bids
is expensive. For public service procurements (e.g. building a bridge or a tunnel) com-
puting the bid (with the detailed documentation) requires an enormous work. Moreover,
this particular example is governed by strict legislation regarding the commitment of the
auctioneer (i.e. the buyer) once the auction has ended.

3.4.1 Problem

In this setting we identify the following problems: First, direct auctions pose a moral haz-
ard problem for the sellers. The buyer first pays, and then waits for the product/service.
The seller can very well cash the payment and “forget” to deliver the expected prod-
uct/service. A reputation mechanism can eliminate this problem by differentiating be-
tween honest and dishonest sellers. In the same time, such a reputation mechanism can
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Figure 3.4: Online Auctions: The interaction between participants.

create incentives for the sellers to make their best in fulfilling the promises to the buyer.
The reputation mechanism would work by associating good reputation with higher future
revenues.

Second, the presence of irresponsible bidders (bidders that bid without intending to
buy) in direct auctions provokes efficiency losses in the market. The goal of a reputation
mechanism is to isolate (or discourage) irresponsible bidders.

Third, the buyers from reversed auctions risk being deceived by the provider that won
the auction. Due to technical incompetence or bad will, the provider can miss important
deadlines, or might provide a low quality service. This risk can create huge losses for the
buyer (e.g. a tunnel that is not delivered on time, or that is not well constructed might
create serious losses). In this case, the main role of the reputation mechanism is to screen
out incompetent or malicious providers.

3.4.2 Assumptions about the Environment

e After any interaction both the provider and the client will continue to use the system
with high probability. Generally, providers will return to the market with higher
probability than clients.

e The auction participants are not expected to behave entirely rational.

e The probability of semantic misunderstanding with respect to the advertised product
descriptions is not negligible.

e Reputation information can be used to filter out bids. Two solutions are possible:
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1. ex-ante filtering: bids cannot be submitted by participants with bad reputation.

2. ex-post filtering: anyone can submit bids, but only the bids coming from rep-
utable agents will be considered in winner determination.

e For reversed auctions, we assume that the buyer is legally bounded to pay for the
service.
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Chapter 4

Overview of Reputation Model

In this chapter we focus on the requirements concerning the selected reputation model
and we define the methodology for modeling and implementing these mechanisms.

4.1 Requirements

We consider the setting shown in Figure 4.1, where trust between trusting and trusted
agents is mediated by a reputation mechanism designed by a mechanism designer. The
reputation mechanism appears as an equilibrium solution to the following three interre-
lated problems:

1. Trusting agents use the reputation information in order to make trust decisions re-
garding trusted agents.

2. The value associated by rational agents to reputation information depends on the
trusting decisions of the trusting agents (e.g. trusting decisions affect future gains,
hence the value of reputation)

3. The mechanism designer should build the reputation mechanism such that the value
associated by trusted agents with “good” reputation outweighs the monetary gains
obtained from cheating.

None of these questions can be answered separately. They need to be treated together
such that a stable solution is reached (i.e., the answer to one question does not trigger a
change in the solution of the next).

We concentrate on the two main aspects of a reputation mechanism: (1) the semantics
of reputation and (2) the protocol implementation. A clear semantics of reputation is
given by deciding on:
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Figure 4.1: This figure illustrates the reputation mechanism as an equilibrium solution to
interrelated and conflicting aspects. Note that the reputation mechanism could be physi-
cally implemented by the same agent using the mechanism.

e The type of feedback collected by the mechanism: i.e., what kind of information
about an agent’s past behaviour is relevant for a trusting agent in making trust deci-
sions. The type of feedback is context dependent.

e Feedback aggregation rules: i.e., how can feedback be aggregated into meaningful
reputation information.

Well defined reputation information results in clear guidelines for taking trust deci-
sions based on reputation and for evaluating the value of reputation.

Regarding protocol implementation, a number of functional properties have to be
taken into account, that determine the quality and the reliability of the mechanism pro-
posed:

1. Incentive-compatibility: agents should have the incentive to provide truthful feed-
back to the mechanism.
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2. Security against non-collusion: an important aspect of multi-agent systems is that
agents are independent and do not collude. Certain protocols are robust against col-
lusion, while for others collusion has to be ruled out for example by randomisation
or cryptographic mechanisms.

3. Scalability: implementing the mechanism in a large network of independent, self-
organizing agents leads to non-trivial scalability problems in terms of communica-
tion and information management cost.

4. Robustness: in real-world settings robustness of the mechanism against failure,
faulty information and malicious behaviour cannot be ignored.

5. Bounded rationality: the limits of knowledge and computation time influence agent
strategies and hence the entire mechanism.

The main research methodology is to develop and implement methods that address
in particular issues of incentive-compatibility and security against collusion. For experi-
mental evaluation of the methods we propose to develop working prototypes and validate
them. An iterative development process could be employed in which the experimental
results would be used to refine the methods and start a new iteration until a stable point
is reached in which no further re nement is needed. Our goal is not only to gain an un-
derstanding of the possibilities and issues regarding reputation mechanisms in distributed
environments, but also to propose algorithms and evaluate them on implementations and
with human participants.

4.2 Modeling and Implementation Techniques

Simple, binary feedback mechanisms can be deployed in many environments. They are
intuitive, easy to use, and require the least effort from the reporter. We will develop theo-
retical models for aggregating binary feedback into semantically well defined reputation
information.

We will proceed by decomposing the problem in two distinct steps. First, we will
study possible models of binary reputation mechanisms when reporting agents are coop-
erative (i.e. they do not explicitly try to manipulate the reputation mechanism), however
not entirely reliable (i.e. they can make unintentional mistakes when submitting feed-
back). For this step, the research methodology is the following:

1. Assume a setting in which reporters always tell the truth and undistorted informa-
tion is available to the reputation mechanism.

2. Derive feedback aggregation and trust decision rules that assign a value to a feed-
back report such that the momentary gain obtained from cheating is offset by the
loss due to negative feedback.

22 November 30, 2005 KWEB/2005/D2.4.9/v2



D2.4.9 Reputation Mechanisms IST Project IST-2004-507482

3. Study the effect of mistakes and imperfect information on the value of a reputation
report.

4. Validate the theoretical results in 2 and 3 against a simulated environment in which
reporters make unintentional mistakes.

Second, we will investigate the resulting models when agents strategically try to ma-
nipulate the mechanism. The objective of this second step is to enhance reputation mecha-
nisms with interaction protocols that make them incentive-compatible (i.e. rational agents
have the incentive to report the truth) and secure against manipulation by other agents.

Due to computational limitations or to the inherent uncertainty of the environment,
the behavior of many service providers (trusted agents) can be modelled by Markov
Chains [51]. For such behavior models we will develop interaction protocols based on
side-payments and cryptographic methods that (1) make it in the best interest of the re-
porting agents to file true feedback and (2) make it impossible (i.e., sufficiently expensive)
for agents to manipulate the reputation of any single provider. The methodology used for
achieving this goal involves iteratively:

e Designing interaction protocols achieving the desired properties.

e Validating them in simulated distributed environments in which mistakes and fail-
ures can Occur.

The extension to finer grained feedback will be addressed in future work. However,
we do not expect major issues emerging from this added freedom in reporting feedback.
There are two reasons for this [19]:

1. Any finer grained feedback value can be expressed as a set of binary feedback
reports (e.g. feedback values from 1 to 8 can be expressed as sets of 3 binary
reports)

2. Fundamental research in reputation mechanisms proves that binary reputation
mechanisms are as efficient as any other finer-grained mechanisms
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Chapter 5

Reputation-based Pricing of Web
Services

Most of the existing reputation mechanisms (eBay, Slashdot, Amazon) use the average
of past feedback reports to assess the reputation of one agent. Clear semantics is not
attributed to reputation information and clients use threshold rules (i.e. buy if reputation
is above a certain threshold) to take trusting decisions. Such systems tend to separate
agents in two categories (trustworthy or untrustworthy) and do not leave much room in
between.

Black and white mechanisms cannot work in a service-oriented environment. The
perfect service is impossible to provide (or prohibitively expensive), and various providers
might prefer different production quality levels. Such settings require a more flexible
mechanism in which quality of service can be traded, for example, with the price: i.e.
clients consciously accept a lower service quality level for a lower price [31].

In this chapter we show how a very simple mechanism (based on averaging feedback)
can also work in a service-oriented environment. Repeated failures do not automatically
exclude a provider from the market (as they would on eBay), but rather influence the price
the provider can charge for a future service. Service providers can thus rationally plan how
to invest available resources in order to maximize their (and the social) revenue. Such
a reputation mechanism does not act by social exclusion but rather through incentive-
compatible service level agreements.

Before we go into the details of the mechanism, let us consider a practical example.
Consider a service which provides computation power: clients submit processing jobs and
wait for the answer. A client is satisfied given that the correct! answer is provided before
a certain fixed timeout. We assume that an incorrect answer (or a late answer) does not
have any value for the clients.

!'we assume that the client can easily verify if the answer is correct or not. e.g. the solution of a constraint
satisfaction problem can be easily verified for correctness.
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The probability with which request are satisfied directly depends on the capacity of
the provider, and on the number of service requests in a given “day”.? Given that envi-
ronmental perturbations are small, the provider can fine-tune in every day the expected
success rate of the provided service, by deciding what computing resources to allocate, or
how many client requests to accept.

We start from the assumption that the perfect service is impossible to provide (i.e.
has infinite cost). Unless the provider has unlimited resources, there always is a small
chance of service failure due to a conflict of resources. On the other hand, clients can
be happy with less than perfect service if the tradeoff between price and quality is right.
When the provider has an idea about the price curve of the clients (i.e. how much clients
are willing to pay for various rates of successful service) it can find the optimal success
rate that should be guaranteed: i.e. the success rate ¢* which maximizes the total reward:
price(q) — cost(q). ¢* is the socially efficient “quality” level of the provider.

Different providers have different characteristics (i.e. “types”) and therefore, different
cost functions, and different efficient quality levels. It is usually the case that the set of
efficient quality levels of all types spans a continuous interval between ¢,,,;,, and g4, the
generally accepted limits in which the success rate can vary.

The role of the reputation mechanism is to drive every provider (regardless of its type)
to provision the optimal success rate, despite the temptation to cheat. We show how a
simple mechanism based on averaging past feedback and reputation-based service level
agreements can push the market towards an efficient equilibrium point.

Section 5.1 formally presents the setting in which we situate our work. A detailed
description of the reputation mechanism, as well as proofs about its properties is presented
in Section 5.2. Section 5.3 comments on the validity of the assumptions that we make, and
discusses practical issues regarding the implementation of our mechanism in real settings.
We conclude by presenting related and future work.

5.1 The Model

We consider a distributed system in which rational service providers (sellers) repeatedly
offer the same service to the interested clients (buyers), in exchange for payment. We
assume that service requests are uniformly distributed over a (possibly infinite) number
of “days”, with the understanding that our “day” can have any pre-established length of
physical time.

Clients are risk-neutral® and can observe only two quality levels: “satisfactory” quality

2We consider the “day” to be the atomic decisional time unit of the service provider. Our “day” can in
fact represent a second, an hour or a week of physical time.

3A risk-neutral measure is a probability measure in which today’s fair (i.e. arbitrage-free) price of a
derivative is equal to the discounted expected value (under the measure) of the future payoff of the deriva-
five.
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for a successful invocation or “unsatisfactory” quality for a failure. A satisfactory service
has value v to the clients, while unsatisfactory service is worthless.

The observation of the clients depends on the effort exerted by the provider, and on
external factors characterizing the environment (e.g. network or hardware failures). Ex-
ternal factors are assumed to be “small enough”, and time-independent. Effort is expen-
sive, however, it positively impacts the probability that clients experience a satisfactory
service.

Providers have different characteristics (cost functions, capabilities, etc) which define
their type. We denote the set of possible types as ©; members of this set are denoted
as 6. Excepting environmental factors, the type of the provider, and the effort invested
in providing the service, completely determine the probability that the clients will be
satisfied.

Let ¢ : [@min, @maz) X © — R describe the cost function of service providers, such
that ¢(q, 0) is the cost of the effort that needs to be exerted by a type @ seller in order to
provide a satisfactory service with probability q. ¢ can be viewed as a measure of the
“production quality”’; thus, the experience of the clients is an imperfect discrete obser-
vation of the continuous production quality q. As it is the case for most computational
services, higher probability of success is increasingly more expensive to guarantee: i.e.
c1(q,0) > 0,c11(q,0) > 0, forall € ©.4

We assume that the cost function can be piecewise linearized on the set of intervals

{[Q(e)wq(e)z-l-l]}’ L= {07 . 7N(9)}’ such that: Q(Q)O = A4min, Q(H)N(H) = 4max and
q(0); < q(0);11 for all 7 and all 6. The cost function can thus be approximated by:

t—1
c(q,0) = co(0) + Y M(0)i(a(0)ix1 — a(6):) +M(6)(a — a(9):)
i=1

when ¢(0); < g < q(0):;1. The marginal costs M (6); become increasingly bigger for
all seller types, and we assume that each provider can choose each day the effort it wants
to exert the next day. However, all requests coming during one day are satisfied with the
same ‘“quality” (i.e. probability of success) q.

When clients have perfect information about the service provider (i.e. know its type
and the exerted effort level in one particular day), they can deduce the probability ¢ with
which they are going to experience a satisfactory service, and therefore will be willing to
pay q - v for that service. Perfect information also drives providers to exert the socially
efficient (i.e. which maximizes social welfare) effort level. For each type 6, the socially
efficient effort level characterizes the quality maximizing the revenue: ¢ - v — ¢(q, 0). We
call ¢*(0) = argmax(q - v — c(q,0)) the efficient production quality level. Figure 5.1
shows the price function of clients, an example of a cost function of a certain type 6, and
the corresponding efficient production quality level of the type 6.

4c1(+, ), e2(+, -) denote the first order partial derivatives of c(-, -) with respect to the first, and respectively
the second parameter; ¢11(+, ), c12(, -), caa(+, -) denote second order partial derivatives.
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However, perfect information is not available and therefore the expected utility of
a service invocation can be estimated only from the previous behavior of the provider.
For that purpose, a reputation mechanism collects feedback from the clients about the
quality of service of different providers. Feedback is binary (1 for satisfactory service, 0
otherwise) and aggregated on a daily basis.

Let RR; be the reputation of a service provider at the beginning of day ¢, and let 7,
be the set of feedback reports submitted about the same provider during the day ¢. The
reputation mechanism computes the new reputation of the provider forday t+1as Ry =
f(Ry,t,r;) where f is some time-independent function.

The clients use a decision rule which allows them to compute the price they should
pay in day ¢ for a service provided by a seller whose reputation is R;. If p(R;) defines this
rule, a rational provider whose type is 6 will optimally chose the efforts exerted in each
day, and therefore obtains a lifetime revenue:

V(Ro,0) = %a;c26t<p(3t> — c(q1,9));
) =0

where 0§ is the daily discount factor’ of the provider.

The remaining question is (1) how to chose the reputation updating function f, and
(2) what price recommendation to give to the clients (the payment rule p(R;) such that:

e providers have the incentive to exert the effort level which maximizes social rev-
enue;

e clients do not have the incentive to deviate from the recommendations of the repu-
tation mechanism.

5.2 Reputation Mechanism
The reputation mechanism we propose is very simple:

1. the reputation of a service provider in day ¢ is the probability of a successful service
invocation in day ¢ — 1.

2. The service level agreement in day ¢ should specify a price corresponding to a
quality level equal to the reputation in day ¢.

>the daily discount factor models the fact that future revenues are less valuable to an agent in the present.
In other words, any user would choose to have 1 dollar today rather than tomorrow. The rate of depreciation
(or conversely the rate of interest yielded by presently available funds) is reflected by J. (e.g. 1 dollar
received by an agent tomorrow values only § < 1 dollars today)
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efficient

quality
level

v

price function

——  cost function

Cmin a(o), a(o), (o), e
production quality level

Figure 5.1: Example of price function and cost function for a service provider.

Formally,

nr of positive reports in day t

= Total nr of reports from day t’
Ry = f(Ry,t, 1) =143
p(Ry) = Ry - v;

Given that clients report the truth, and that “enough” clients submit feedback in day ¢,
by the law of large numbers, the value of r, is equal to ¢;, the production quality chosen by
the provider for day ¢. However, mistakes in reporting, as well as environmental factors
influencing the experience of clients introduce a noise in the value of ;. To account for
this influence , we assume that the value of r; is normally distributed around ¢, with the
variance 0. ¢ can be approximated by the system designer from previous experience, and
as long as it is small enough it doesn’t influence the properties of the mechanism.

The goal of this reputation mechanism is to determine providers to invest the effort
level which makes the market socially efficient. Proposition 1 establishes that when the
daily discount factors are greater than a given threshold, the market is socially efficient.
We use the notion of Nash Equilibrium, which captures a steady state of the play of
a strategic game in which each player holds the correct expectation about the others’
behavior and acts rationally. It does not attempt to examine the process by which a steady
state is reached.

M*(0)

Proposition1 If 6 > , (where ¢ is the daily discount factor, and M*(0) is the
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marginal cost of a provider of type 0 when exerting an effort smaller than the efficient
one) the above reputation mechanism has a Nash equilibrium in which the clients pay
p(R;) and the provider exerts the socially efficient effort level in every day.

PROOF. Let us consider a provider of type 6. The efficient production quality level
q*(0) = argmax(p(q) —c(q,0)) is the point ¢(0); such that M (¢); < vand M(0);,, > v.
This point is unique if the inequality is strict.

The marginal cost of exerting an effort smaller than the efficient one is M*(0) =
M(0);.

Assuming that clients follow the recommendation of the reputation mechanism (i.e.
pay the price corresponding to the probability of success of the previous day), the lifetime
revenue of the service provider is:

V(Ry,0) maXZ<5 (Ry) — c(q1,9));
= max (p ( (Ro) — (q0,8)) + OE[V(R1,0)];

where the expectation is with respect to possible values of R;. By generalizing the above
relation for the continuation payoff expected by a type ¢ provider from day ¢ onward (and
including day t) if its reputation is R;:

V(R;,0) = H{]?X(p(Rt) — (g1, 0)) + SE[V(R,,0)];

= max(p(Re) = clgi,0)) + 0, [V ((Fost.7).0) |

qt

= qu?x(p(Rt) — c(a,0)) + 0E;, [V (r1,0)]:

Given that r; is normally distributed around ¢;, we have r, = ¢, + z where z is the
noise, normally distributed around 0 with variance o. Therefore:

V(Ry,0) = max(p(R;) — c(g:,0)) + 5/ZV(C]t +2,0) - w(2)dz; (5.1)

qt

where 7 : Z — R is the probability distribution function of the noise z ( i.e. the normal
pdf).
Let ¢* the optimal control satisfying equation (5.1). We than have:

(p(R:) = c(q",0)) + 5/ V(g*+2,0) - 7(2)dz <
z (5.2)
(p(R:) — clq" +6q,0)) + 6 /Z V(q* +6q+ 2,0) - 7(2)dz;
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for all possible deviations dg. Since the price and the cost functions are linear, equation
(5.2) can be rewritten as:

—c1(q",0) - 6g + 5/ Vi(¢" + 2,0)0q - m(2)dz < 0; (5.3)
z

Since Vi(Ry;,0) = %&f(q“e) = v (see [51], page 85), for all R;, and since

[, m(2)dz = 1, equation (5.3) becomes:

—c1(q*,0) - 6g+ 6 -v-dqg <0 (5.4)

When 0 > 229 relation (5.4) can only be satisfied in ¢* = ¢(6); since:

(2

c1(q(0);,0) =0 -v=M(9); —6-v <0;

when dg < 0, and

when g > 0.

Given that the provider always produces at the same quality level (i.e. the efficient
one) an estimate of the production quality of day ¢ is also a valid estimate for the pro-
duction quality of day ¢ + 1. When the number of reports collected in one day is big
enough, the sum of positive reports is a “sufficient” statistics for the real production qual-
ity. Therefore, in the absence of private information, it is rational for the clients to follow
the recommendation of the reputation mechanism.

As a consequence, the reputation mechanism described in Section 5.2 has a Nash
equilibrium in which providers exert the socially efficient effort, and clients follow the
recommendation of the mechanism. Q.E.D. ]

In other words, all service providers types will exert the socially efficient effort given
that (a) they are patient enough (i.e. value enough future revenues), and that (b) rational
clients will consider the reputation when estimating the price they are willing to pay
for the service. Moreover, the resulting service level agreement is incentive-compatible:
neither the provider, nor the client have the incentive to deviate from the agreement.

5.3 Discussion and Future Work

The mechanism presented above describes a pricing rule based on reputation which can
be used by rational clients in order to incentivize service providers of all types to exert the
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socially efficient effort level. Possible applications of such a mechanism are numerous,
therefore this section discusses practical issues which might occur in the implementation
of such a mechanism.

The mechanism has very little memory requirements. The reputation of a provider
“survives” only one day, and therefore does not need to be protected in a usually highly
volatile distributed system. The reputation mechanism is also resistent to failures. Given
the simple aggregation rule (percentage of positive reports) a certain fraction of the votes
can be lost without greatly impacting the performance of the mechanism (i.e. if failures
are sufficiently small and uncorrelated with the value of the report, there is no perturbation
in the functioning of the mechanism).

Reporting mistakes and interferences due to environmental factors are accounted for
through a normally distributed noise variable which affects the way reputation is updated
from one day to the next. While our main result is independent of these perturbations, we
acknowledge that real noise can have a significant impact on the equilibrium strategies.
This problem is more stringent for service providers whose efficient production quality
level is close to the maximum one, ¢,,q.. For such types, the noise can only bias down-
wards the reputation, and therefore, the optimal strategy is to exert less effort than the
efficient one. Moreover, the noise does impact the actual revenues of service providers
(but not their strategies).

From our presentation, the reputation mechanism acts as a central entity collecting
feedback and disseminating reputation information. However, the implementation of
the mechanism does not have to be centralized. Semi-centralized (in which replicated,
specialized agents implement parallel reputation mechanisms) or fully decentralized (in
which feedback is broadcasted and privately processed by each peer) systems are per-
fectly viable. The essence of the mechanism is that it allows rational agents (clients and
providers) to act only based on local information (the feedback from the previous day).
This model is perfectly compatible with a web services setting.

One important assumption that we make when proving Proposition 1 is that clients
report the truth. In real applications feedback can be distorted by the strategic interests of
the reporters. Providing feedback may be expensive, and conflicts of interest could make
the report unreliable. Fortunately, incentive-compatible schemes (i.e. they make it ratio-
nal for clients to report the truth) exist when the report of one agent can be statistically
correlated with reports coming from other agents [39, 25]. These schemes are not usually
applicable when the provider behaves strategically. However, the equilibrium strategy
(providers always exert the same effort level) of our particular reputation mechanism al-
lows the use of such schemes.

Another problem is the resistance to collusion. Returning agents could collude and
submit negative feedback in order to pay smaller prices in the following day. While the
solution to this problem is far from clear, we argue that such coalitions are not stable when
services are scarce: colluding agents will afford to pay more than the price dictated by
the reputation mechanism in order to obtain the service. This question needs however a
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deeper investigation in our future work.

We leave it up to the mechanism designer to estimate the physical length of one “day”.
Longer periods of time might violate the assumption that the provider cannot change its
behavior during one day, shorter periods on the other hand, might not alow to gather
enough binary reports in order to have a reliable estimation of the production quality level.
In the same time, for shorter days, the impendency assumption on failures can be violated.
At a macroscopic level, failures are correlated: the failure of the present invocation most
likely attracts the failure of the next invocation. Only when averaged over longer periods
of time failures can be regarded as random.

Real users might not be risk-neutral. Risk-seeking or risk-averse behavior implies
non-linear price function. The analysis of equilibrium behavior becomes much more
complicated for non-linear functions. As future work, we’ll investigate how piecewise
linearized price function affect equilibrium strategies.

Real clients also have different valuations for the service. To a certain extent, our
mechanism tolerates such settings. When clients have different valuations, the value v
used to specify the service level agreement actually represents an average over the valua-
tions of the possible clients. This value can be computed by the provider itself based on
market statistics. When the estimation of the provider is accurate enough, we conjecture
that the mechanism provides the same guarantees. However, a formal characterization of
this setting requires a more complex model: one in which clients decide to buy or not a
service at a certain price, based on their private preferences and on the reputation of the
provider. We plan to analyze this model as future work.

Since there is no restriction on the number of intervals on which the cost function can
be piecewise linearized, we do not regard this assumption to be restrictive. However, as
the number of linear segments increases, the difference between two successive marginal
cost constants (M (0);, M (0);,1) decreases, and therefore small perturbations in the price
function (see the argument in the previous paragraph) can trigger significant changes in
the exerted effort level.

The equilibrium strategy enounced by Proposition 1 is probably not unique. Other
Nash equilibria might exist which do not have the desired properties. As future work,
we’ll search and try to eliminate these “undesired” equilibrium points.

One final remark raises the question of human rationality. The desired equilibrium
behavior can emerge only if clients and providers try to maximize their revenues. This is
not always true with human users. However, in the future online market driven by agents
and web services, the human intervention will be minimized, and rational strategies will
predominate. This is the kind of environment for which we target our work.
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5.4 Conclusion

We have described how a simple reputation mechanism allows a web service-oriented
market to function efficiently. Reputation information is computed using an average-
based aggregation rule, and drives service providers of different types to exert the socially
efficient effort levels. The basic principle behind the mechanism is not social exclu-
sion (separate and exclude “untrustworthy” agents) but rather incentive-compatible ser-
vice level agreements which trade quality for price.

We have also discussed practical issues arising from the implementation of our mech-
anism in real applications. While acknowledging the limitations of our model, we be-
lieve that such mechanisms can bring significant improvements in decentralized service-
oriented computing systems.
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Chapter 6

Honest Reporting Incentive

The reputation mechanisms described in the previous section requires that agents report
honestly for the system to work. However obtaining honest feedback from self-interested
agents is not a trivial problem. Mechanisms based on side-payments can be conceived
such that honest reporting becomes rational (i.e. Nash equilibrium). Unfortunately, for
every incentive-compatible Nash equilibrium there seems to also be a dishonest Nash
equilibrium strategy that sometimes is more attractive. In this section we analyze three
incentive-compatible reputation mechanisms and investigate how what can be done to
encourage rational agents to report truthfully.

The first two are based on side-payments schemes (The MRZ mechanisms, described
by Miller, Resnick and Zeckhouser in [39] and the JF mechanism described by Jurca and
Faltings in [25], [30]) that correlate a present report with future reports submitted about
the same agent. The last mechanisms [28] discovers (in equilibrium) the true outcome of a
transaction by analyzing the two reports coming from the agents involved in the exchange.

6.1 The MRZ Incentive Compatible Reputation Mecha-
nism

In [39], Miller et al. consider that a number of agents sequentially experience the same
service whose type' is drawn from a set of possible types 7.2

!The type of a service defines the totality of relevant characteristics of that service. For example, quality,
and possibly other attributes define the type of a product.

2The set of possible types is the combination of all values of the attributes which define the type. While
this definition generates an infinite-size set of types, in most practical situations, approximations make the
set of possible types countable. For example, the set of possible types could have only two elements: good
and bad. This implies that there is common understanding among the agents in the environment that the
service can be exhaustively classified as good or bad: i.e. no other information about the service is relevant
for the decision taken by the agents in that environment.
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The real type of the service does not change during the experiment, and is not known
by the agents. However, after every interaction, the agent receives one signal s (from a
possible set of signals S of cardinality M) about the type of the service. For a certain
product type t € T, the signals perceived by the agents are independently identically
distributed such that the signal s; is observed with probability f(s;|t) for all s; € S.
> ses f(sit) =1forallt €T.

After every interaction, the participating agent is asked to submit feedback about the
signal she has observed. The reputation mechanism collects the reports, and updates the
reputation of the product. Reputation information consists of the probability distribu-
tion over the possible types of the service. Let p be the current belief of the reputation
mechanism (and therefore of all agents that can access the reputation information) about
the probability distribution over types of the service. p(t) is the probability assigned by
the current belief to the fact that the service is of type ¢, and ), p(t) = 1. When the
reputation mechanisms receives a report - € .S, the belief p is updated using Bayes” Law:

frlt) - p(t)

p(th) = = o]

where Pr(r] = >, . f(r|t) - p(t) is the probability of observing the signal 7.

Each feedback report is compared against another future report. Let r € S be the
report submitted by agent a and let 7, be the future report submitted by agent a,. which
serves to assess the honesty of . The agent a, is called the rater of the agent a since
the report r,. is used to “rate” the report r. Typically, the next report is used to evaluate
the present one. Miller et al. show that if agent a is paid according to the scoring rule
R(r,,r), she will honestly report her observation given that a, also honestly reports his
observation. The three best known scoring rules are:

1. Quadratic Scoring Rule: R(r,,r) = 2Pr[r,|r] = >_, g Prlsa|r]’

Prry|r] -
(S, es Prisalrl?)

2. Spherical Scoring Rule: R(r,,r) =
3. Logarithmic Scoring Rule: R(r,,r) = In Pr(r,|r]

where Pr(sy|r] = >, f(sa|t) - p(t|r) is the posterior probability that the signal s,
will be observed, as known by the reputation mechanism immediately after » has been
reported.

To illustrate how this mechanism works, let us consider that a service can have two
possible types, i.e., good (G) or bad (B). Buyers can observe two signals, + or — such
that the distribution of signals conditional of the type of the service is: f(+|G) = 0.9,
f(=|G) = 0.1, f(+|B) = 0.15, f(—|B) = 0.85. Let us assume that the current belief
about the type of the service assigns probability 0.4 to the service being good and 0.6 to
the service being bad. i.e. p(G) = 0.4 and p(B) = 0.6.
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Let us assume that the agent a has the next interaction with the service, and that she
has observed a +. Figure 6.1 shows how the side-payments are computed, and how beliefs

are updated if a reports + or —.

a reports +

a reports —

Beliefs of a regarding the posterior distribution over types

F(+1G) - p(G)

p(Gl+) =

=0.8;
FGHG) @)+ FHIB) ) T

p(B|4+) =1—p(G|+) =0.2

Beliefs of the Reputation Mechanism regarding the posterior distribution over types

(Gl — F(+1G) - p(@) s Gl F(=1G) - p(G) oo
FHIG) - p(G) + F(+1B) - p(B) F(=1&) - p(G) + £(=1B) - p(B)
p(Bl+) = 1 - p(Gl+) = 0.2 p(B|-) = 1 — p(G|-) = 0.93

Beliefs of a regarding the distribution of signals received by a,

Prl+|+] = f(+]G) - p(GI+) + f(+|B) - p(B|+) = 0.75
Pri—|4+] =1 — Pr[+|+] = 0.25

Beliefs of the Reputation Mechanism regarding the distribution of signals received by a,

Pr(+|+] = f(+|G) - p(G|+) + f(+]B) - p(B|+) = 0.75
Pr(—|4+] =1 — Pr[+|+] = 0.25

Pri+|=] = f(+IG) - p(G|-) + f(+|B) - p(B|-) = 0.2
Pr[—|-]=1- Pr[+|-]=0.8

Payment made to a (Using spherical scoring rule)

PrIET]

P ]

T T T T
VP12 4+ Pr(= 4] ol -2+ Pri—|]

Pr(—|+4] = 0.32ifrp. = —. R(—, )= —-Lrl1Z1  _g97ifr, = —.
Pri+|+12+Pr[—|+]? VPt -12+Pri-|-]2

Expected payment to a

Es e(+,—} [B(sj )] = Pri+[+]- B(+, +)
+ Pr[—|+]- R(—,+) = 0.79

By e(+,—} [B(sj12)] = Pri++] - R(+, -)
+ Pr[—|+4]- R(—, —) = 0.42

Figure 6.1: Updating of beliefs, and computation of side payments according to the MRZ
mechanism, given that a has observed a +.

Given that a, reports the truth, a maximizes her expected payoff by also reporting the
truth. The same would be true if a had observed a — rather than a +. Miller et al. show
that in every situation (for every signal observed, for every belief about the service, and
for all generic distributions of signals conditional on types) it is better for a to report the
truth, given that a, also reports the truth. Honest reporting is therefore a Nash equilibrium.
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6.2 The JF Incentive-Compatible Reputation Mecha-
nism

The MRZ mechanism can be easily adapted to a variety of contexts. However, it assumes
(1) common knowledge about the distribution of signals conditional on types and (2) lack
of private information.

Since the MRZ mechanism is based on side-payments which are computed using scor-
ing rules, the agents always have the incentive to approximate as good as possible the sig-
nal that will be observed by the rater. When the two assumption above are satisfied, the
incentive to provide the best approximation for the signal received by the rater coincides
with honestly reporting the observed signal. However, when the reporting agent and the
reputation mechanism have different views of the world (i.e. different beliefs about the
service), the agent can manipulate her report depending on her private beliefs (about the
service and about the beliefs of the reputation mechanism).

The JF mechanism eliminates this drawback at the expense of limiting the contexts in
which the incentive-compatible property holds. The model used by Jurca and Faltings in
[25] is that of a service having a “dynamic type”. The signals perceived by the agents do
not only depend on the type of the service, but also on temporary information. The model
adopted for the probability distribution of signals is that of a Markov chain of variable
length, and the possible set of signals consist of only two values + and —.

The side-payment for reports follows a very simple rule, and does not depend on the
beliefs of the agent or of the reputation mechanism. A report is paid only if the next
report submitted about the same service has the same value. The amount of the payment
is dynamically scaled such that the whole mechanism is budget-balanced.

The Markov model for the observable signals is very appropriate for services offered
by software agents. Let us recall the service used in section 6.1, and let us also consider
that the service is provided by a software agent (i.e. a webservice). One possibility is to
consider that the webservice is always providing the same service (good or bad) and that
the agents perceive the signals + and — with the probabilities: f(+|G), f(—|G), f(+|B)
and f(—|B). However, if the good and bad types are interpreted as successful, respec-
tively defective service (and the + and — signals are interpreted as satisfactory, respec-
tively unsatisfactory answers, perceived with some inherent noise) it is more realistic to
assume that failures are correlated. Intuitively, the failure of the present invocation is an
indication of exceptional conditions (hardware failure, blocks in the software, overload,
etc) and therefore is likely to influence the result of the next invocation. For example, a
failure of the present invocation due to hardware problems indicates a big probability of
failure for the next invocation as well. On the contrary, present failure due to an overload
might indicate a bigger probability of success for the next invocation.

While the MRZ mechanism can easily be adapted for Markov models of behavior, it
requires that the model be common knowledge among the agents: i.e. all agents must
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agree on the length of the model and on the fact that there is a unique set of parameters
characterizing that model. By having side-payments that do not depend on the beliefs of
the agents, the JF mechanism allows the agents to have any private beliefs about the model
of the webservice, as long as these beliefs satisfy some general constraints. Of course, the
freedom of having private beliefs is paid by the constraints which must be satisfied, that
limit the contexts in which incentive-compatibility is guaranteed.

6.3 “CONFESS” Reporting Scheme

As opposed to side-payment schemes that correlate a present report with future reports
submitted about the same agent, we present a mechanism that discovers (in equilibrium)
the true outcome of a transaction by analyzing the two reports coming from the agents
involved in the exchange. For two long-run rational agents, we show that it is possible to
design such a mechanism that makes cooperation a stable equilibrium.

6.3.1 Assumptions

We consider an environment in which the following assumptions hold:

A rational seller interacts repeatedly with several rational buyers by trading one
product of value v; in each round i. The values v; € (v, 7) are randomly distributed
according to the probability distribution function ¢ ;

e All transactions have a fixed profit margin equal to (pp + ps)v;, Where pgv; is the
profit of the seller and ppv; is the profit of the corresponding buyer;

e All buyers are completely trustworthy: i.e. Each buyer first pays the seller and then
waits for the seller to ship the product. The seller may defect by not shipping the
promised product, and the buyer perfectly perceives the action of the seller;

e There is no independent verification authority in the market, i.e. the behavior of the
seller in round 7 is known only to the seller himself and the buyer with which he
traded in that round;

e The seller cannot refuse the interaction with a specific buyer, and can trade with
several buyers in parallel. A buyer can however end the interaction with the seller
and choose to buy the goods from a completely trusted seller (e.g. a brick and
mortar shop) for an extra cost representing a percentage (¢) of the value of the item
bought. Once a buyer decides to terminate a business relationship with the seller,

3Following the same argumentation proposed in [17], this model is valid for settings where the act of
accumulating inventory is independent from that of (re)selling it: e.g. a highly dynamic used car dealership.
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she will never trade again in this market. The seller, however, can always find other
buyers to trade with.

e The buyer and the seller discount future revenues by 0 and dg respectively. The
discount factors also reflect the probability with which the agents are going to par-
ticipate to the next transaction. 0 < dg,dp < 1, and dg >> dp modeling the fact
that the seller is likely to have a longer presence in the market than the buyer.

e The buyer and seller interact in a market (possibly a different one for each transac-
tion) capable of charging listing fees and participation taxes.

e At the end of every transaction, both the seller and the buyer are asked to submit a
binary report about the seller’s behavior: a positive report, R+, signals cooperation
while a negative report, R—, signals defection;

We also assume that in our environment there is a semantically well defined, efficient
Reputation Mechanism (RM). Reputation is semantically well defined when buyers have
exact rules for aggregating feedback into reputation information and for making trust de-
cisions based on that reputation information. These rules determine sellers to assign a
value to a reputation report (R+ or R—), reflecting the influence of that report on fu-
ture revenues. RM is efficient if the values associated by sellers to reputation reports are
such that in any transaction the seller prefers to cooperate rather than defect. If V' (R+, v)
and V(R—,v) are the values associated by the seller to the positive respectively the neg-
ative reputation report generated after a transaction of value v, we have: V(R+,v) +
Payoff{cooperate,v) > V(R—,v) + Payoff(defect,v)*. A simple escrow service or Dellaro-
cas’ Goodwill Hunting Mechanism [17] satisfy these properties.

As the influence of reputation on the seller’s future revenues can be isolated into a
concrete value for each reputation report, every interaction between a seller and a particu-
lar buyer can be strategically isolated and considered independently. A rational seller will
maximize his revenues in each such isolated interaction.

When perfect feedback (i.e. true and accurate) is available, a well-defined, efficient
RM is enough to make rational sellers cooperate. Unfortunately, perfect feedback cannot
be assumed. In the absence of independent verification means, we can only rely on the
subjective reports submitted by the agents involved in the transaction; reports which are
obviously biased by the strategic interests of the agents.

In the rest of this section we describe a mechanism that in equilibrium obtains true
feedback about the outcome of the transaction by correlating the seller’s and buyer’s re-
ports about that transaction.

“as an abuse of notation, we will sometimes use V (R+,v) = V(R+) and ignore the fact that the value
of a reputation report also depends on the value of the product.
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6.3.2 The Mechanism

Every round ¢, a seller offers for sale a product of value v;. The market charges the seller
a listing fee €g, and advertises the product to the buyer. The buyer pays a participation
tax €p, to the market, and the price v; to the seller. If the seller cooperates, he ships the
product directly to the buyer; otherwise the seller keeps the payment for himself and does
not ship the product. After a certain deadline, the transaction is considered as over, and
the market starts collecting information about the behavior of the seller. The seller is first
required to submit a report. If the seller admits having defected, a negative report (R—)
is submitted to the RM, the listing fees € g and € are returned to the rightful owners, and
the protocol is terminated. If, however, the seller claims to have cooperated, the buyer is
also asked to provide a report. At this moment, the buyer can report cooperation, report
defection, or she can report defection and terminate the interaction with the seller.

If the buyer reports cooperation, a positive reputation report (R+) is submitted to the
RM, and the listing fees €5 and €5 are returned. If the buyer reports defection, both play-
ers will be punished as one of them is surely lying: a negative report (R—) is submitted
to RM, and the listing fees €5 and €5 are confiscated. Finally, if the buyer decides to
terminate the interaction, a negative report (2—) is submitted to RM, and the fees €5 and
ep are confiscated. Figure 6.2 provides a schematic description of the trading protocol of
each round, 7.
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10.

. The seller offers for sale a product of value v;.

. The market charges the seller a listing fee £ g and posts the product for sale. g is the lying

fine imposed by the market to the seller if contradictory reports are submitted.

. The buyer pays v; to the seller and the tax €p to the market. €p is the lying fine imposed

by the market to the buyer if contradictory reports are submitted.

. The seller decides whether or not to ship the product (i.e. whether to cooperate or defect).

If the seller cooperates, he ships the product directly to the buyer.

. The market requests the seller to submit a binary report (cg for cooperation or dg for de-

fection) about his own behavior in the current round.

If the seller reports dg, a negative report R— is sent to the RM, and the market pays € g to
the buyer and g to the seller. The transaction is completed.

If the seller reports cg, the market asks the buyer to submit a report. The buyer can report
cooperation (cp), defection (dp) or she can quit the game (out).

If the buyer reports cp, a positive report R+ is sent to the RM, and the market pays g to
the seller and € g to the buyer. The transaction is completed.

If the buyer reports d p, a negative report R— is sent to the RM, and the market pays nothing
to either the seller or the buyer.

If the buyer decides to quit the game, a negative report R— is sent to the RM, and the market
pays nothing to either the seller or the buyer.

Figure 6.2: Description of the transaction protocol.
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Chapter 7

Statistical Filtering of False Reports

In this chapter we introduce a statistical filtering of false reports system, a simplified
reputation mechanism that filters out malicious reports rather than providing rational in-
centives for truthful reporting.

7.1 Properties of the system
The key properties of the system are:

1. Correctness: the system always gives a correct reputation in spite of the presence
of some noise. The reputation always reflects the real service quality level of a
service provider. To filter noise the algorithm might temporarily ignore the wrong
feedback reports and give reputations relying on its own past experience. However
it does not signify the system will depend on the past values constantly; once it
reaches the threshold of the number of the ignored reports, the algorithm should
perform some measures to match the reality.

2. Resistance: the reputation system should be resistant to some malicious manipula-
tions. The algorithm ought to have certain ways to recognize the malicious feed-
backs and to try to ignore them. Therefore the reputations will not be affected easily
by these exceptional feedbacks.

3. Fast convergence: once the correct value of reputation is established this algorithm
is supposed to converge fast to this value and all the feedback reports having the
same evaluation value will be considered. This fast convergence will also give the
system a reference level to learn about the truthfulness of the following feedbacks.

4. Rapid reaction: by analyzing feedback reports the system should be aware of the
change of service quality level of some agents and it ought to react as soon as
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possible to this change. This kind of reaction should be done automatically by the
algorithm without interaction with the agents.

7.2 Reputation Definition

The consumer feedback should reflect his satisfaction level of the service he experienced.
If the quality of the service was too low then the consumer will certainly be unhappy and
he should give a poor feedback to the provider but if the service quality was outstanding
then the consumer should reflect his satisfaction through his feedback. The user feedback
is an integer between 1 and 5. If the user is very disappointed with the service he ex-
perienced he will give a feedback of 1 but if the service was perfect then he will give a
feedback of 5.

7.3 Interaction Protocol

A client request a service with some functionality using a directory service. The directory
service filters and ranks matching service adverisement according to their reputation using
a reputation service. After the client interacts with a service, it reports his feedback to the
reputation service.

A service consumer can submit a feedback freely through our system application ac-
cording to his satisfaction about the services provided to him. A feedback is regarded
as some kind of service performance report and it reflects the quality level of a service
provided by a service provider.

By collecting and synthesizing all these feedback reports, this algorithm establishes
a reputation record for each service providing agent about his historical service perfor-
mance. This means that a reputation allows characterizing the service quality level ac-
cording to an agent’s past behavior and it can be referenced in order to help a consumer
make optimal decisions for service integration in future applications.

Once feedback reports are submitted, the system will take these reports and forward
them to the reputation mechanism where it will apply the reputation algorithm to calculate
the evaluation of these feedback reports and synthesize them as a reputation for each
service provider. After reputations are updated, they are stored into a reputation database
and the updated reputation will serve as a reference about the services levels of the agents.
Thereafter when the system has to make a choice to satisfy a client’s request for the
following applications, it will consult these reputations to make an optimal choice.
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7.4 Explanation

In order to implement this concept, the algorithm fits the submitted feedback to a gaussian
model. The basic idea is to compute the interval (i.e. the trust interval) where honest
feedback lies with high probability. Future reports are accepted only if they are in this
trust interval.

Trust intervals are dynamic. By modifying the variance and the amount of confidence
we have on the system, we can increase or decrease the trust interval. A way to make
the trust interval adaptive is to modify the amount of confidence we have on the system.
For an agent whose reputation was very low but has drastically increased the system will
not reflect this change immediately because of resistance. The system will first think that
these feedbacks are malicious values or noise and will ignore them but after some time its
reliability will decrease so it will decrease its confidence level and the impact will be the
increase of the trust interval. By increasing the trust interval the system ensures that after
some time it will consider the points that were ignored previously and so learn the new
mean. The reliability will then again increase as most of the feedbacks will be inside the
trust interval so the confidence level of the system will increase and the impact will be that
the trust interval will decrease. The trust interval converges to its new mean. Storing the
ignored feedbacks and considering them when the trust interval increases is something
very important to ensure fast convergence.

This algorithm divides the system into three phases: an execution phase, a training
phase and a learning phase. The phases are very important as they allow the system to
have at every step a global view of the situation. The impact is that it accelerates transition
and convergence speed. Intuitively, phases provide to the system at each step a picture
of the situation with different resolutions. For a local phase, the resolution is high so
the system gets only a very precise view of the current system’s state but for a global
phase, the resolution is low so the system gets a more global but imprecise picture of the
current state. At each step all the phases are computed concurrently but there is only one
phase that can be called as the current phase. The current phase is the phase in which
the system is standing. The current phase can be different at any step depending on the
current situation. The goal of having phases is to get different level of understanding of
the current context at every step.

The system has to make at every step the decision on whether it should switch to a
neighbour phase or it should stay in its current phase. This decision is not always easy
to make as the system cannot predict the future feedbacks. The goal would be to always
ensure a high reliability but in the same time to minimize the number of ping-pong. Ping-
pong is the phenomenon of having phase shifting happening too often. Too frequent
ping-pong will reduce the quality of the result as the system will not be able to decide
which phase it should opt as the current phase.

The proposed system implements an efficient algorithm which has four properties:
correctness, resistance, fast convergence and rapid reaction. The model of the algorithm
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is based on a Gaussian curve. It uses the trust interval of the Gaussian curve to test the
confidence of the feedback reports and to decide whether a feedback report should be
taken into account or should be ignored. The algorithm ensures also adaptiveness and
dynamicity. These properties ensure that this algorithm gets the opportunity to adapt
itself to the current context of the environment in order to learn and train its parameters
according to the change of the context. To achieve this objective a conception of phases
and a phase shifting mechanism have been introduced.
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Chapter 8

Framework for Reputation Mechanisms
for Web Services

In this chapter we design a framework for allowing agents to query and submit reputation
information and a simple approach to integrate reputation mechanisms into the process of
service selection. A prototype implementation will be available as part of D2.4.6.2.

8.1 A Web Service Reputation Framework

In this section we design a reputation service, implemented as a web service, that allows
agents to query the reputation of other services and to submit reports.

The reputation framework has an extensible architecture, allowing to plugin and
deploy different concrete reputation mechanisms for different example scenarios. The
framework provides functionality for the normal end-user agents and also for the frame-
work administration.

8.1.1 Funcionality for the end-user agents

e SubmitReport. The user submits a reputation report. His report will be processed
with the current algorithm. This service takes as input the user name of the trustor
and trustee agents, a transaction id if necessary and the reputation information. The
user name is required also so that the system can debit or credit the user’s account
(if she is a new user, the system will create her profile automatically for the current
algorithm). The service returns the user updated balance.

e RequestReputationInformation. The user requests the reputation information about
a trustee agent using the current algorithm. This service takes as input the user
name of the trustor and trustee agents. The user name of the trustor is required so
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that the system can debit or credit her account (if she is a new user, the system will
create her profile automatically for the current algorithm). The service returns the
requested reputation information.

8.1.2 Funcionality for framework administrator

e SetCurrentAlgorithm. The administrator selects which algorithm should be the cur-
rent algorithm. This service takes as input parameter the algorithm that will be set
as the current algorithm. This service will load the new algorithm exactly how it
was when previously loaded. The algorithm will have exactly the same state as
when it was last used. The implemented algorithms will be the Statistical Filter-
ing of False Reports, the Incentive Compatible Reputation, CONFESS and the Peer
Prediction Method.

e GetAlgorithmParameters. The administrator reads the whole information about the
current algorithm. This service takes no input parameter. It allows the administrator
to know which algorithm is set as the current algorithm. This service also outputs
the values of the parameters that are used to customize the algorithm.

e SetAlgorithmParameters. The administrator customizes or adapts the current al-
gorithm. The input parameters depend on which algorithm is set as the current
algorithm. They are listed below for the 4 previously selected algorithms.

e ShowAnalysis. The administrator triggers the state of the current algorithm. This
service takes no input parameter. This service will plot the historical reputation in-
formation and the historical behaviour of the current algorithm. This service should
help the administrator to make decisions on whether or not the current algorithm
needs to be adapted and how to adapt it.

The set of parameters to customize the algorithm are as follows:

e Statistical Filtering of False Reports: The finite set of possible system configura-
tions, where each configuration is defined by the reliability and the adaptiveness
parameters of the system.

e Incentive Compatible Reputation: The number of last reports to consider and the
cost to buy a reputation information

e CONFESS: The number of last reports to consider, the listing fee for the client and
for the seller

e Peer Prediction Method: The maximum number of signals, the maximum number
of types, the scoring rule (quadratic, spherical or logarithmic) and the conditional
distribution of signals.
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Filtering
constraints
_} -.._.._.._.._.._.._.._.._.._.._.._} Filtering,
i : ranking |
I Feputable
. [ S : i matching
Service : : service
request advertisements

Service Matchmg Reputation
service : ;
request . information
advertizements

Directory Reputation
service service

Figure 8.1: A Wrapper for service discovery filters and ranks matching service advertise-
ments according to their reputation.

8.2 Integrating reputation mechanisms in the discovery
process

In this section we discuss an extension of the integrated discovery and composition pro-
cess which takes into account reputation aspects in the selection of web services to be
composed. We outline a simple approach to integrate reputation mechanisms into the
process of service selection.

Integrating reputation mechanisms into the discovery process allows to filter out ser-
vices that have a bad reputation and to rank matching services according to their reputa-
tion. Hence, we will provide a wrapper to the discovery component that first forwards a
query to the standard discovery component and afterwards obtains the reputation of the
discovered services by accessing the reputation web service. Based on the reputation of
the discovered services, certain services may be removed from the result (if the reputation
is below a given threshold) or the order of the discovered services in the result may be
changed according to reputation (services with higher reputation come first). Figure 8.1
illustrates our approach.

This approach has the advantage that it does not require any changes to the classical
integrated discovery and composition architecture. The reputation mechanisms are well
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encapsulated within the reputation web service. The discovery and composition compo-
nents are fully functional without the reputation web service, which can be integrated by
simply installing the aforementioned wrapper for the discovery component.
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Chapter 9

Conclusion

This report gave an overview of the state-of-the-art concerning reputation mechanisms,
investigated a reputation mechanism suitable in a semantic service-oriented environment
as well as methods for stimulating honest reporting.

In an open environment where semantic web services are discovered and composed
on the fly, malicious parties may advertise false service capabilities. The use of repu-
tation services is a promising approach to mitigate such attacks. Misbehaving services
receive a bad reputation (reported by disappointed clients) and will be avoided by other
clients. Reputation mechanisms help to improve the global efficiency of the overall sys-
tem because they reduce the incentive to cheat [9]. Studies show that buyers seriously take
into account the reputation of the seller when placing their bids in online auctions [24].
Moreover, it has been proven that in certain cases reputation mechanisms can be designed
in such a way that it is in every party’s interest to report correct reputation information
(incentive compatible reputation services) [27]. Besides, reputation mechanisms can be
implemented in a secure way [25].

In a service-oriented environment providers may prefer to provider a service with
different production quality levels. Most of the existing reputation mechanisms (eBay,
Slashdot, Amazon) tend to act by social exclusion, i.e. separating trustworthy and un-
trustworthy agents and so they are not suitable for this environment. We have shown a
very simple reputation mechanism [31] where repeated failures do not automatically ex-
clude a provider from the market, but rather influence the price the provider can charge
for a future service. However in order the system to work, this mechanism requires that
agents report honestly, which it is not likely to happen naturally in an environment with
self-interested agents. We have analyzed three incentive-compatible reputation mecha-
nisms [39], [25]), [28] and shown what can be done in order to encourage rational agents
to report truthfully. We have presented also an alternative where instead of giving incen-
tives for truthful reporting, false reports are filtered out.

Finally, considering the importance of reputation services in open environments, it is
essential that service discovery and composition algorithms intended to operate in such
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environments those exploit these reputation services in order to favor services with a high
reputation. We define the interfaces of our reputation mechanism, provided as a web
service, and an implementation will be part of the prototype developed in D2.4.6.2.
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